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Eliminated Technical Debt

® Upgraded Alfresco from v4.2 (released in
2013) to v23.2 Community Edition
(released in 2024); added CiLogon for user
authentication.

® Archived and shutdown Confluence v3.4.7
(released in 2011).

® Migrated servers from CentOS 7 (EOL June
2024) to AlmalLinux 9 (EOL May 2032).

® Migrated servers from Ubuntu 20.04 (EOL
May 2025) to Ubuntu 22.04 (EOL April
2032).
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Implemented a Patch (Risk)

Management Solution

® Tenable: Vulnerability scanning & remediation

tracking.

® Ansible: Automated setup, maintenance, and

updating of system configurations.
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Created a Log Aggregation & Analysis System

® System, Audit, Tomcat, Apache and Nginx logs.
® Wazuh: Open Source security platform, provides Extended

Detection and Response (XDR) and Security Information Wq Z U h .
and Event Management (SIEM).
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PY VIl Q3 and Q4 Planned Activities

® Participate in a Trusted Cl Framework
reassessment pilot program

e Work with CyberSecOp on IR & DR plans
and tabletop exercises.

® Use Ansible and CIS Benchmarks to
achieve 100% IG2 compliance.

® Investigate upgrading to Apache
Cassandra v5.1.

® Continue system maintenance and
support.
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Configuration Assessment Results

Benchmark:
Profile:

Target Primary ID:
Start Time:

End Time:

Report Score:

CI5 Controls Version:

Results:

Oregon State University, Gregon AlmaLinux OS 9 Benchmark, v2.0.0
Level 2 - Server

ciw-dhcp.intra. oceanobservatories. org

4/12/25, 1:22 AM

4/112/25, 1:34 AM

100% @

8.0w

Results View CIS Controls V8.0 View Exceptions List

- Initial Setup - 100%

= Services - 100%

= Network - 100%

- Host Based Firewall - 100%

- Access Control - 100%

= Logging and Auditing - 100%

=~ | @ | | W M=

= System Maintenance - 100%
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An OOI Digital Assistant: Making it easier to
access and use OOl data and information

® Partnership with the CEOAS Research
and Academic Computing Services
(RACS) group: Chris Sullivan (Director) +
Dhruv Desai, Ethan Eggert, Abhishek
Enaguthi, and Grant Towers (students).

® Retrieval-Augmented Generation (RAG)
-based chat system (Llama 3 (LLM) + e | S e —
VECtOr DB). T il e.status "

Please note that this is just a starting point, and you'll need to modify the code to suit your specific
requirements. Additionally, be sure to check the OOI APl documentation for any usage limits, rate limiting, or

® RAG extends LLM capabilities to an
organizationls internal knowledge base’ =3 Question | Can you write me a python script to download data from the OOI into a CSV file? ‘ _ 5
without the need to retrain the LLM.

OCEAN
OBSERVATORIES
INITIATIVE




~ ,L"‘
ng
i
/

."1//
.
|

OCEAN
OBSERVATORIES
INITIATIVE

Questions?

LA

Jack Barth (PI)
(jack.barth@oregonstate.edu)

Craig Risien (Co-Pl, PM)
(craig.risien@oregonstate.edu)
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