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OSU Data Center

* Provide a low-risk and cost-effective OOI Data Center.

* Introduce large increases in compute power,
modernize storage solutions, and improve backup and
disaster recovery.

* Provide a secure data store with multiple layers of
redundancy to significantly reduce system downtime.

e Achieve a seamless transition from the OOI-CI
operations at Rutgers University to OSU in Year 1.

* Focus on extensibility in Years 2 & 3 by considering
both bare-metal and/or cloud-like solutions based on
OOl usages and needs.
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OSU Data Center

* 0Ol system of record on July 30, 2021
* |silon Storage: 3.81PB

* VxRail Compute: 360 Cores in 9 nodes;

8.4TB RAM (being increased to 9.9TB
RAM); 684TB Storage 194 Virtual
Machines (Prod, UAT, Devl, Dev?2)

* DataExplorer / JupyterHub: 640 Cores;
3.8TB RAM; 128TB Storage

* Prod. Cassandra Cluster: 896 Cores;
5.4TB RAM; 360TB Storage

e 2 x Palo Alto Networks Next-Gen
Firewalls

e 14 x Dell 100GbE PowerSwitches
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Rsync

OSU Ocean
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Dell ML3 FC Tape Library

)

o Solutlon w/Networker
S R440 Node Configuration:

® -CPU: 1 x4210R 2.4G, 10C/20T
- RAM: 96GB RDIMM 2666MT/s
Connectrix DS-6510B:

- 24/36/48 Port

- 24 SFP’s Incl.

ML3/ML3E:

- 9% LTO-8 TapeDrives

- 120x Tape Slots

- 18PB Total Storage Compressed

Off-site tape_

Rsync
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Cabled/
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Raw Data
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UAT / Dev1/ Dev2
EDEX / Stream Eng. / PostgreSQL
Web server { THREDDS

vmware '
vCenter Server IR TN

Oregon State
University
OO0I CI 2.0

5 x VxRail P570F

Node Configuration:

- 2x 6242R (20C @ 3.0Ghz)

- RAM: 768GB

- Storage 2x 800GB Cache, 10x
7.68TB Capacity NVMe SSD

Cluster totals:

- 200 Total Cores @ 3.0Ghz

- 3,840GB RAM

- 384TB’s Raw, ~288TB’s Usable

. . Developers
> B

Data Explorer Portal & JupyterHub

ERDDAP/THREDDS

¥ [| 20 x PowerEdge C6420

Storage Configuration:

4x High H5600

12x Low A2000

3.8PB Total Capacity (SATA and SSD)

Isilon Partitions

1) Read-only Raw Data

2) Backup for virtual machines
3) Backup for NetCDF files

4) Database backups

Primary Cassandra Cluster

—

4

_ 28 x PowerEdge C6420

> Node Configuration:

- CPU: 2x 6226R (16C @ 2.9GHz)
- RAM: 192GB

- Storage: 2x 6.4TB NVMe SSD

. Cluster Totals:

. - 896 Total Cores @ 2.9Ghz

- 5,376GB RAM
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RSync

- - 358TB's Raw, ~269TB’'s Usable
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128TB’s Raw, ~96TB's Usable

Users

M2M Async

Data Portal
M2M Sync. / Async. Users

Raw Data Download > . .
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Avmware S 4 x VxRail P570F
vCenter Server IURGTUS Node Configuration:
e - 2x 6242R (20C @ 3.0Ghz)
VXRAIL. - RAM: 768GE

- Storage 2x 800GB Cache, 10x
7.68TB Capacity NVMe SSD

Cluster totals:

- 160 Total Cores @ 3.0Ghz

VXRAIL

VXRAIL
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- 4,608GB RAM

: - 307TB's Raw, ~230TB's Usable
Production

EDEX / Stream Eng. / PostgreSQL
System Monitoring / Web server/
Apache Tomcat/ THREDDS




Cl Systems PYIV Accomplishments

Cybersecurlty The Trusted CI Framework

About The Trusted CI Framework is a minimum standard
Member of Trusted Cl’s (TCl) first Framework cohort. e Trsted €l amenork e mnmu < m
cybersecurity guidance focused narrowly on il
h
TRUSTED Cl FRAMEWORK
standard for managing cybersecurity.
Cybe rsecu rity F ra m eWO rk Templates and Tools The menu options on this page provide more
* information on the Framework Core and V

dl L E.l 15 We 1 E 3
Share Your Feedback implementation guidance, as well as access to iDD'WHLOADDUEBADGE
templates and tools and options to provide the

* Participated in TCl study of Operational Technology

Let us know you're using the Framework

security at NSF facilities.
Y Qo7 GAGE oor=:
 Submitted a Cybersecurity Strategic Plan to NSF.

OCEANOBSERVATORIES.ORG

Framework Core
cybersecurity controls, the Trusted Cl Framework

* Worked with TCI to adopt and implement the TCI mplementation Guidance

;Ellﬁ‘:{lll LI D
= l i

DOWNLOAD THE FRAMEWDRK

FABRIC

* Implemented Duo MFA for Cl VPN connections to Palo
Alto firewalls.

 Applied CIS (Center for Internet Security) v8 IG1 Critical
Security Controls.

* |Implemented internal and external vulnerability
scanning using Tenable.io
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Cl Systems PYIV Accomplishments

= vSphere Client QO

> B VxRail-Datacenter ! ACTIONS

vCi Total RAM vCenter Version VxRail Datastore Free Space (%) VM Backups Datastore Free Spac ) Total Virtual Machines
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Performance Overview  Cluster Status
Period: Last day 04/28/2022, 11:05:00 AM - 04/29/2022, 11:00:00 AM View: Clusters CPUUsage % RAM Usage %
CPU (Top 10) = Memory (Top 10) =

400k 3 00OM

e Zabbix, Grafana, and Nagios for ekl

r

500M

1530 1600 1630 1740
300k 4 N
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( ] (] 2 D0OM
Status CPU Usage CPU Cores - RAM Usage Guest VMs ESXi Version
overd dla center monitoring. |
T 5 00 2 1 500M
=z = G ree n Total RAM 10 Uptime
kﬁ d e ) 1600 16:30 1.12TiE & 53 1630 1700 4.43 week
L\J L\‘V\_ﬂl\l_}v'hj‘\\j\'\, r 1 000M ~ ciw-ymprod-02.intra.oceanobservatories.org
100k

Status CPU Usage CPU Cores RAM Usage = E ESXi Version

* Quest Toad Edge and Foglight for o Green oo o e
DB management and monitoring.

« ciw-vmprod-03.intra.oceanchservatories.org

6:00:00 PM

Status CPU Usage CPU Cores RAM Usage E ESXi Version

@® PROD 80 7.01

4.43 week

Logged in as administrator

IngightlQ Status @ Datastore Usage 9%

* |nsightlQ for Isilon performance

S Server, wal:5437 » Tables ¥ v, Agril 11, 10 20 P £ ! - 1
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[ i
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JupyterHub

X +

intra.oceano.. @ |®¥ W

Server Options

larger computation needs:

Cl Systems PYIV Accomplishments
Kubernetes JupyterHub POC
* Created a 3-node Kubernetes cluster running JupyterHub.
* |Implemented ClLogon to provide an identity and access =
management platform for research collaborations.
* Variety of server sizes based on project requirements. = -
* Local, read-only access to raw data and NetCDF " L
files (Gold copy THREDDS server). ol ]
) * - o A
Data Protection
* |ncremental, differential and full tape backups. "
 Copied all OOl raw data (~250TB) -- except for HDCAM P
data (~“500TB) -- to the NSF supported Texas Advanced
Computing Center (TACC). R
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Cl Systems PYV Planned Activities

Keeping to Enhance Cybersecurity _

q
® Continue working with Trusted CI. 111 "‘ e | aSt I C
® Apply appropriate CIS (Center for Internet Security) v8 1G2

controls. /\
O

* Endpoint management solution (e.g. BigFix) to help us to 'A
efficiently patch, manage, and secure our system.

OCEANOBSERVATORIES.ORG

® Log monitoring and analysis. J U pyte I

® Develop Incident Response (IR), Disaster Recovery (DR) and

Acceptable Use (AU) policies. \gliESControls
Releasing the JupyterHub beta

Completing NOAA-NCEI and TACC deep store data archiving

Upgrading Cassandra to version 4.x

BIGFIX

Adding Virtualized Data Explorer development environment s ;
Continuing System maintenance and support W
cassandra

—g
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Questions?

Anthony Koppers (anthony.koppers@oregonstate.edu)

Craig Risien (craig.risien@oregonstate.edu)
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